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Abstract: Wireless sensor networks use public wireless channels and their storage and computing resources are
limited, making them vulnerable to active attacks and passive attacks. Identity authentication acts as the first
line to ensure the security of information systems. Then, how to design multi-factor authentication schemes for
wireless sensor devices is currently a hot topic. Nowadays, most existing schemes are based on foreign
cryptographic standards that do not comply with the autonomous and controllable cyberspace security
development strategy. SM9 is an identity-based cryptographic algorithm that has become a Chinese
cryptographic standard recently. Therefore, this paper focuses on how to combine passwords, biometrics, and
smart cards to design a multi-factor authentication scheme that can be used for wireless sensor networks under
the framework of SM9. The proposed scheme applies the fuzzy verifier technique and the honeyword method to
resist password guessing attacks and further enables session key negotiation and password update. The security
is proved under the Random Oracle Model (ROM) and a heuristic security analysis is provided additionally.
The comparison results show that the proposed scheme can be deployed to wireless sensor networks.
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WA TR, BT T Dk ROl DL [E A
S, TCLRARIRAR AR BA T W A DA
MV &R ESERE S, e R E A H P R E
SEVE . AR R YR . B L IR AR TR VT I,
WAR TC B AL AR N 28 AT A, & e AR AR H R
TH I P 0 Bk e o

B DHE 10032 £ i 3 {5 X 4% 1) B 3 22 A 8
A, TEIUEH P SR, 8E S 3MNEE R -
HPCAEE, w4 HPAEYRE, Wifess
HARHE RIS, WEER. ZRENETR
{E R A L B GIE R R U 7, RAEMH P
W R T E RIS A RESRIS RAERAL. 20044,
Watro% N0 114 FE G RAE N UGIER &= 5 ke
HIE A T AL RS S ) 2 I ZAE T %, Bk
RAGTER P A eV A% 328 77 r A 1 S i 25040
SRIM, Das™ 45t SCHR [6]) TCiEHEPT 205 M B 5 Fn
BEeRtEE By, dEmde s — AN 2 R IIE T
BEXFHPEREEFMGHAERSET S, H
Huang%% A B H SRR [7) CEEHC BT A S8 B A 4
MY, FEAIE T — AN DAHRT S 4R 1 A0 I K
AT 2 R R NE T &

{HCHR[6-8| A S EEH P E4YE, Wang®E N
AT T ANUEDT R SEEUH B AL R Bt BRI,
ST R P E AR RIE TR
5, SadriE NUOF] A A5 A& U L B P briR
RE—MEFELENZHFINETR, ZhER
HEOATF UIRE . (HSCHR [10)M5 15 A Hh A B 15 4% 2
LA, Alladife N R H XA B £ 4 &% 10 0
223t AR RS A R B e ey, DRI A AT T4
— PR T AT OB AN E T R, R AR
Mk &g aett, MEEE FIFEERARE, £
FNIE T B REEEHIUE T HE M E,, Jiang
S NPBRHETBANPE FERREZ R R
W EMNIMR R G E %4

T BRI P EME B U 2 45 1E
B, SR, M RGPS © 4 (E51EF BN
FET ST A LR IR, BN T 5 S E AN A
By Bk, Wi T AT EE R 2 H R IMET
B PW .

T RGEPEPEN PR PR AIPEAL 7, WA
UETT RAF RN B - 5t - P Bk - F gt i
o 20184, Wang®E N T 2R WNIE T &
4, Gl T L e &g 1R
bR, NG Z R ZIAE R Z8ER4E T R AR

e NiE— BBz PR R, 20234, Wangs§
NI 25 AN TT T 2 22 4 W i e I 45
BT INIETT 2 22 e PEIE I PPN FE A

ERZHEFRINIET RKZ 5T FANE SRR
HEM G, A EANE MR, B
N Al 28 [ 508 AR K 22 2 B, ARG
K48 73 ) 22 A% O BOR H E AR B K g o 7
SMOe 3 H H Bt i T hR TR B RS S v [
PR BERSSA bR, BFEINE . BHB R, HHE
PLE B 724 5k, 20194, Chengl %5 H T # %
SMOJINE SE AN B F 1 08 SR I 2 4 e 2 AT AR X
WAER] . 20214, M E % N T R % SM9
B 22 A R B AR L 2, IRt T
T RAAERE o R T 7 25 SM O % i B0 75 LAkt FH A [
2k bR, BN TisE R R AR . 2022
i, Laiff NIRIHIEL /BES LR, Wi T
BRI B SMOBUF A TR, b T LR
DEERIITE . T IREEAEN L, i A S
Feth AT R SMORY )RR I T %, JFAERENL I
SR TIEN T R EACCAZ 4.

BHOCHR[15] FT A0, 8 A B RS SRE W] DL
Z R FINIE T B2 At A E S 1% i
ERAESRTHEAAN, mREisH. IKXsis.
DRI, GrfeT 6 8 FH A BH SR B[R] B Bt ST 2
AR G AR L ) A AE T SMOBE I BE Y i T M
% PR Z IR J7 58 1) 75 20 50 e 44 1 25 SMO 25 i 4
EHINERZEME &, R EIAETT R 2R
[FJEsf 3R] APRIE T SR 205

JAEFE IR, 1M A R ILAE 78 25 SMLO 2 A ARV ATE
Tt Z s FRIETT %, AR 1TH
AT % SMOHI £ B 3R IE 7 %€ (Multi-Factor
Authentication Scheme Based on SM9, MFAS-
SMO), figk T Z R FIAIETT R E 8 A A
ARG TE DL 1 VA I B S I SeHhaR, o0
TURRA T :

(1) %7 5% SMO% M FLARE QY 1E 2 R R A
WETT %, B4 AWRHE LR BERAE N GIERA
7, I DNERZ el fFeEFRZO
S NEECIEC Y 353048

(2) 78 P A8 S AR B B aRE A A F 22 4
FiE, B, A BEE AT A A THE TE A S O IR R
NAERIPLE M BABFEMOSHEHYEE, A7FHE
HIUEMRAZ ., P FEA 5 RE 230 1 2 58T
{8 P RBE R 50 UF FH B E 1 2R, nTLAHI S5 B4R 14
T B FEL DS et o [R5
ARAAT DA 12 BRIl A AL, 4R 8 sk Ik
i IRRAE I, RS 4
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(3) FERENLI S AL (ROM) st 1 7 R4
PERIEACIE], JFat— Pl R R X5 i s
R et LI HAREY, AT REM T
TELARIRAT 2% o
2 FEHEIR

AR SR, AR % SMI
Br 2 8. TS SMOE R B H L. BOMILGIE
FAR . BORIFEECR AL SRR DL T VN R AR o
2.1 HESMIYFEREEIELR

P SMOMUF 2 A FIEA G E . B
2524 UL S B E AN Bk

BE BELESHN, BHA R O Ik UK
it & #F (G1,Ga, Gr,e,p) »  He e Jy XU 1 B 5t
G1 x Gy — Gr; p N RKEE, Wiy >2*; bk
WG AT P, G WA ITP,, fF1E R
WLt Pro= o (P) s 306 HU PR S %5 05 27 2% 2% R AL
H,: {0,1}* XZZ—)Z;‘) , Hs: {071}* XZZ—)ZZ ,
FHHNE R e zy, HpzZy={1,2, p—1}; iF
HHE G TR Pop = aP, MBEGr T T FR g =
e(Pr, Pywp): BEAk, BENLIEEKFE A1 Byteft B3R
AEFhide FittAHFSH params = {G, Ga, G, e, p, Py,
Py, Py, H1, Ho, hid}, fRE % msk = .

BHER WAHFARIRID e{0,1}, %
£H msk ,af.j“:‘ AR O E P % Hska =

P

H,(ID || hid, p) +

Z2  MANHEEM e {01}, Z4FEFFRIDLL
L skia, ZAFRENIER - € Z3, THHw=g",
h=Hy(M||w,p), | = (r —h)modp; #il=0, N&E
LA FE R AW, RS = iskia o
G, W EALNH (M, o), Hrfo = (h,S).

BE WA EZAN (M o)), BiEHEiHE
 =g" | hy=H,(ID||hid,p) , P =hiPs+ Ppy |
u:e(S/,P) , w =u-t, hg=Hy (M" |w/,p) o T
JG, H%Rhy =W oL, Hithaccept; B, Hid
reject.

2.2 HESMIFAELE L

P SMOE HE LA ERE. BHEM
WL B O B AN EIE.

WE WAZESEN, AR Ok EUR
[ 1 25 #f (G1, Ga, Gr, e,p) » Hore Ny XULE 1tk B4
G1 x Gy — Gr; pARFEE, Wigp>2>; BHHLE
WG AR TT P, BEG MAE R TT Py, FRAE A
Mo Pr= (P2) s 36 HUPE AN % B 2% 0 A7 iR 40
Hy:{0,1}" x Z; — Z5, KDF:{0,1}" — {0,1}"";
BENLIE I o« € Z3, Hhzy ={1,2,-,p—1}: HHE

B Gy M ITC R Py, = P MGy [ 86 Ry =
e(Pr, Ppup)s MAL, BENLIEEHCE A1 Byte iR iH
Afthide Ht A2 Hparams = {G1, G2, Gr, e, p, P1,
Py, Py, H1, KDF, hid}, fREH 32 %% msk = a.
BHER WAHFPARIRID € {01}, F%
£H msk ,a"".j‘} A R O T ﬁ};ﬁ o %Hskid =

Py

H{(ID || hid, p) + «

BN/ BRI R AR PPRRID, L
I € 25, WH.C =r - (Hi(ID || hid, p)Pi + Byup),
w = e(Pyu, P1)’, K = KDF(C || w || ID,1).

B/ ERRE WAEREXC, MERH
skig, FEEFEHE W = e(C,sky), K =KDF(C || w ||
ID, 1).

2.3 {RAATEIER AR

VIS R 258N in € 21, x € [-1,1],
A Z AT, (x): [-1,1] = [-1, 1] NPT EH K £ 5
KHEAERIRNT, () = cos(n-cos™!(z)), HiBHE
RATRIRNNT, (2) = 20,1 () — T2 (7)o

VRERUILERZ0. W NEHneZT,
x € [—oo, +oo] LA — N KEHp, T EVILEZRE
WA AT, (z) = cos (n - cos™ (z)) modp, i HIE
ARATRINNT, (v) = 20,1 () — T2 () modp o

BOMIBERA . . B IS IR AR T UL
HRZOIAMIE . P BB AR S E A RE LR
SEN0,p— 1) £, BIEECTF 3RS %50 8 0
SEF I ESEA N . TR, BORA G UE B AR AR K Hh g2
fm DINIETT R, ORE T P SR B 12 4.
2.4 SRR BN R 2 )

AL PSR S B BB B S AN SRV, BRI
Gen(-) IR E HiERep(-), & XU,

(1) Gen (Bio) = (0,6) Gen(-)ZMERMER:.
EHIN P AE YRR E Bio, % H AR W% AH o AR BY
R0,

(2) Rep (Bio’,e) =0, Rep(-)e—MifE
%o SR P ERAEBio A BNE 20,
e .

R, M A Bio = Bio, %M £ T
DATE R 250 1 K AR R A o = o
2.5 HFER

SCHR[14,15] 73 A 1 AN BT A A 8T 7T Rk
BT, A TS DNRTFEN 2R
IIET B e tE, FIRFFER O 2 HT 5
M 2 R 2 W IE 77 R e 41k o

BF1L —EE L T R T AT BL; i)
b3 AR5 8] (ID] A 4 2% (8] [PW] 1 & — A4S 0 &R
(ID;, PW;) .
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HF2 WFABH A EEEE, o7 LE
e, Bk, MW AT EDROIT A R A B G b
IAHR .

BF3  WF AT LIRS g R g AE
Yodi s BER BT X 4 07 UK B0 Re = A i 8

BF4 WFAFH— MRS AR
X LR AE BT PR IE B R RIS Z iU S 1
SRR

BF5  FF AN DR UUE W C 1 2 87 94k
VIR S P R I 1T i I 1 %

HF6 TWFAR—NEEH, L EMIRE
HAL R, PRI A SR RS B
2.6 FHRIFNIERR

SCHR(14, 15)45 H T T8 2 R INIE T R %4
P RGP TR, FE T IMER R W24 LT
R WA, ZRGETM IR O 22t
PR ZHZRWIE TR

N1 EHAFIR . DE R FIE B3 15 A
WA O AR5 R .

N2 D4/ AYRHEE . APl E EE
FAMER R, a4, EYRAE LR RE R

NS LH4ME. AT EE LAER R
PEA S AT 5 O FH RIS S

Fira MR ERLE. B RERAN
SIEM O BMEE, JEHASMER TG,

s P E A . R A DR HTE AR
B T 9L N £ R R [ B LGl U W 0
Bl

N6 sSSP aifE B8 15 s
ATLLE F A SGR HZINE RS

WENT SRS F 7 AL B S AT
DAL — N AR E G

TENS BB S0 . BT th 1) 7 58 B 3 G i
EEZE
AN SRRSO o A T 28 AT DA SIS AG I
WIHF 4

FEN10  AHEGE. 3845 %07 7] L AR EDE
L1 B 47 DL S A S ) st R 2

N1 S E LA B, A
SEE X RG AN AR R AL, HLCVEA B R

N2 BT At YIRS A 1 it AN
238 U PRI BRI P TR PR 2 1 2 A T R
2.7 FRREER

Bellare%s A PUATWang%E N MHE H (1) 22 A B Y
O AT 2 R EFNER 2 e, 2355021
AISCHR[14], AT H 2 R R INE T ZR 2B,

A g, Qac, QR ER L
P AR BT o BBAFE— DT AT IEM R Z
T (] N 5 IR S AT LA R 22 HL i)«

(1) Extract(2, 2ac, QéN): 2 ) [ A5 AU A
BBk, WAL, T B SR A T AE TE ) HdE
Bl A

(2) Send(2i, 2ac, iy, M): % FIB F
Y, BF AR LA A QL Qac, 2K
BWHEM, BT EPAT LA T M —
AN R

(3) Reveal(©2iy, 2L): 204 50 BlE 2k
ZAAR, BUILIRESTEE IR EIGTF A, B0, R
[ S N

(4) Corrupt (£, b): 1% A FLVFECF AW 9] FF
FAFSMNEF Z PR AR, W0 FoR,

(a) Corrupt(£2iy,1): B FAR LLKMSG O 4
PEyp I8 B R SCup.

(b) Corrupt({2i,2) :
PWypMAEFRHAEBIOyg .

(c¢) Corrupt($2i,3):
SCuMAEMFRHEBIO -

(5) Corrupt(2aq,1): % ¥ A A F0L /T 1) %2 42
P, FRVFRCF A SFIFAER %8 .

(6) Hash(-): %1 ia) 3 [B] —AMFEALIG A E

(7) Test(2ip, Qy): AT Qlyp, 2L I
ITWIET %, JFHE— N2 1E % HSK, % 1]
WENITL, £FHb=1, FHEMSIEHHSK: &
W, A AN BENL AR S K R R SK . B,
TR 0y, D A B IAT i Reveal (215, 2L0) BL K
Corrupt ({2, b) i .

EIP2  RIAELE— AT ATE 2 T R Py 4k
T quiRk Extract (92, Qac, Q4 ) W, gs?kSend (2,
q, .QéN, M)H)iA], quikHash(-)#F, gcikCorrupt
(255, b)WIA], g RERITRI R ECA ), g5 IRAHINE
R, T AU T AR AdvAEASSMO g A

WFAF LIRS O 4

P AR LU R BE R

1 y . 1 2
AdV%FAs-SMQ <20'¢! + — + a4

op ' 9ls
3gs +qh,  as +dh,
L Ey lEy
2
+K%+%)+2%+ﬁ
p 2l
3qs + g% !
2lH1 1 + 2qSAdV?i\/19 o

Koo', R OAEGKIRMELL b, 1353
I SR o i HE B AR B B A BN B
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KRB A SCRFR S SMORAME AL 2 R R AIETT 58 2141

VRIS SCR L, AdvS JR BT A BUB R B %
SMOBIE AR 25
3 FHRET
MFAS-SMO7 R RFHEL W E 1R, fEHH
Fo AAE M 36 PR AR AR 3AN SR . 24 T B 5 4 K
PEESL SRR, P e TR EAE VGE N SR AT
s MEMESIE, P RRAE R 9@ K02 8 55 S ANIE
Wk A B B AE, IAEMSE AL RS AT
FANEER: HUBRETE R G, AR EE$EAE AL
WSCHI B St @ I0iE, ML g o F P k%
NAUEME N 5 FH P S0 E A% JB% 1 B A DA S 3% R i 3
FrRIHIAE, W P S R A 7 A ST
MFAS-SMO/7 £ 4B R E . BHAER. HM.
B INUEAN T RS R RR 55
ESMObR IR RS FR R — 8. e E T, A
JR 2T SMO I 28 5 B3 A8 i ok TR AHME B %5
BEEL . PR, R AR S AT DU FABH fi 2 3k
RZEME R, st — PRI E BA . &
WHE B 25 %35 2 AT ATE A TS 8 A& . IAIEM
FAEUL BN P EME B G, 2N A s R
BHNRIACERN e A A BRI SRR B AR AR i
WIE(E B R B R . 728 INER L
H, PN AR YRE(S B IR E 5%
ARG, BN, FHECFHNERE LI 2R
B, INIEM IO RBNZAT K 1 2 53R
ZFH R LR B SR R B I — R . M RO B
AR T T TBRAE RS, NE RGO 30 48 1% 5 F 11T
fAEFER HRINEF RS, P AT LAAME s
R A AN S
3.1 WEHE
BNNRGZ S, BHAE RO EU 2
H#EBp = {G1,G2,Gr,e,p}, HAp>2*, e:Gix
Go = Gy, REHpREHG1,Go, Gr M. FEMLIEEL
G ICP , Gy WA TPy, 17 1E [H] 4 W &t
Y(Py) = Pro R, BENLER ez, JFiFHE
Py, = Py, g=e(Py, Pow) o BENLZEE 3G A bR

i, . {0,1}" — Ly, Hs : {0,1}" x Gp x p — Zy, Hy :
{0,1}" x G x {0,1}" = Z%, VAR —A IR
HKDF : {0,1}" — {0, 1}, Hrn RHE & MK
FE, Klen Nl % HKE . o BUH — > ik
TR RN R BOR B hid . A msk = o N T H
¥, params = (BP, P1, P2, Py, g, H1, Ha, H3, KDF,
hid) N AT

3.2 BA%ERK

HEE N EE P msk, ARIRID € {0,1} (87
F P AR IR IDyg, WIE M GAR IR ID G, &SR 2 bR
HIDgN ) BL LA TF 2 Hliparams . %84 i O H 5
. . a
&%%ﬁ%mmﬁumm@m+d&omw,
#7 Hy (ID] |hid, p) + o = 0, ZEEH4E B0 B8 A5 R
T B msk H FICARIRID AE 503 Hskap o
3.3 APEMEX.

TEF FHAEMBY B, F P I AE I G R 2 v i
Ko MUEIEMNE KRG, WUEW ICA B— AN M e
R RIEG . FEM S RmE 2R, BREE
WIF:

1) P AFRRIDyg, H4 PWyg LA AEYIRFIE
BlOyg, it Gen(BIOug) = (oug, fur), HPWyg =
Hy (PWyg||oug) , MIDyg = Hy (IDyg||r1) , HH
reZy. RJE, BEAL LB 26 AT B Yue €
{0, 137", {HHQ1 = Hy (IDsg| |hid, p) Py + 4 (Pouy),
wy =g"™ ;5 XM = Yyp|MIDyg||HPWyg , it &
hy = Hy (M| |w1,p), Iy = (r1 — hy) modp, s1 =11
(skipye), tr = 11Q1s HHiry € Z5o #ily =0, HHE
B 8. 115 er = (My]|Ty) @ Hs (1] |w1] [IDac)s
K CT, = {61,81,t1,T1}@ﬁ/Aﬁ1§ﬁ7i%ééU\iE|m
Ky Ty N AET AT

(2) HAANIE M KW S CTy, i Huw, =
e(tr,sking) » My || Ty = 1 @ Hz (1] |wi|[IDag) -
BUMFIT,, BE S |T, — Ty < AT, F£HHCOT L
B SRS 5 = B (M| [ep). £ =g
Pug = Hy (IDyg| |hid, p) Py + Py, « % 10E 25 e (51,

SRR

5. YAEM N

®,
“ 1. FEHER

O (@] |2t
HEEE N

A UNTHEES

4. NIk o

K 1 MFAS-SM9J5 £ ] R4 HELL
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User Registration Phase

User

Input ID g, PWyg, BIOug

Yug € {01}, 11 € Z;, MID v = Hy(IDyg||r1)
Gen(BIOyg) = (ou, fur ), HP Wug = Hi (P Wug|lov)
Q1 = Hi(ID x¢||hid, p) P + ¥(Pyu), wy = g™

My = Yyg||MID yg||[HP Wyg, by = Ha(M||ws, p),

Iy = (ry — hy)modp, s; = L (skip,, ). t1 = 1 Q1

c1 = (M||Th) @ Hs(t1]|w1||ID ac), CTh = {c1, 51,61, T }

CcTy
CT,

11,"1 =e(ty,skip,.), (J[{HT{) = ® Hg(tlHu';HIDA(;)
if T — To| < AT, by = Hy(Ms|[wy, p). £y = g
Pac = Hi(ID ag||hid, p) Py + Py
if e(s9, Pac)ty = wy, then (M, 01) = (Ms, (hy, s2))
vE = MID g & Hy (PIDyg|[HP Wyg|[ID yg|[BIOyE)
SCug = {CRy, CRy, CRy, PIDyg, Nug, fup, Gen(-), Rep(-)}

via a public channel

via a public channel

Authentication Gateway

w) = e(tr,skin g ), (M||T}) = e1 & Hy(t1] |y ||TD ac)

i |T) — 71| < AT B, = Ho(M,|Jwy. p). 1) = g™,

Pyg-1= Hi(IDygl||hid, p) P> + Py,

if e(s1, Pup_1)t, = wy, then (My,ay) = (My, (B, 51))

avg, PIDyg € {0,1},CR1 = Hi(H(MID v @ H;(HP Wyg mod n,,)
CRy = Hy(PIDyg||SKp .. p) & Ho(MID | [HP W)

CRy = ayp ®CRy. M = PIDyg||CRy||CR,||CRy

Listyg = {IDyg, avg, Honeyword, = {}, 73}

T € Z; Q2 = H(ID yg||hid, p) Py + ¥ (Ppu), wa = g™

hy = HyMo||wa, p,lo = (r2 — he) mod p, so = lyt)(skip ), ta = 12Q2
ey = (Ms|[T3) © Hj(ts||ws|[IDvE)

O = {c3, 5.2, To}

Bl 2 Pt

Pug) ty = wi RSO #5907, MIRIHKE (M), 01),
Horbop = (hy,s1) - DL B 2 42 5 A2 56 5
% WEH P S50 B B SEVE RN M . DAIE R
B8 HL 3% B aye, PIDyg € {0,113, R J5 3t — % it
¥ CR, = Hy (Hy(MIDyg) & Hy (HPWyg) modny)
CRy= Hy (PIDyg) |skip,., p) & Ha (MIDyg| [HPWyg) ,
CRs = avg ® CRy o WAIE W ¢ 81 £ I 47 i 58 T 43
W IDug B — A~ %1 FListyg = {IDug, T}, avg,
4 My = PIDyg || CR, ||CRy||
CRs, NEUH Q2 = Hy (IDyg| |hid, p) Pi + % (Pow),
wy = g™, hy = Hy (Ma||w2,p), l2 = (r2 — ha) modp,
ty =12Q2, 52 =yt (skip,,) » HHiry € Zr o JLIT,
Hily=0, WEFERrIFHE. R He =
(Ms||To) ® Hj (ta] |wo| |IDug) » 4 CT2 = {c2, 52, t2,
T} B ATHEERIEGR P, To AAHT [E#E

(3) HH PR CT, = {2, 50,10, To} Ja, THH
wy = e(ta,skipy ) My || Ty = ca @ Hs (t2] |wa| |[IDyg)s
PRIM, AT, , B2 |T, — To| < AT, RHICT, il
SR R, R, = Hy (M| wp,p), 1 =
g", Pag = Hy (IDag] |hid, p) Py + Pouy « H0AF 253
e (s2, Pac) ty = wo R 15 TNAL o #5755 2o, N KEh
MR (Mz,02), HHoy= (hIQ)SQ) o ANt — B E
Nug =MIDyg@H, (PIDyg| |[HPWyg| |IDus| |BIOyE) -
Wi, FHPURRRE 2 {CRy, CRy, CR3, PIDyE, Ny,
6ug, Gen(-), Rep(- ) HR A ZIR BE-R SCup
3.4 BRFNEEE

FEF PG ERT B, F P IAIE I 56 K ik

Honeywordy = {}} -

GRSANUETER . HEM R ENZIE R G, #5%
DR Z A P B S A, INIEM SR %1 Sk R IE 4 1%
AT B, ARIIPATHE EGESE, AR
FEIRIFT A — AN LB H P S sg SOEd
FEE3ET R, BARREM T

(1) AN fE R SCup I AFRIRID R,
4 PWip LK AR W 5 AEBIOS, » it $iofy = Rep
(BIOyg, fue), HPWg = Hy (PWyg| o7 ), MIDyg =
Nug @ Hi (PIDyg| [HPWyg| [IDyg| [BIO}; , CR} =
Hy (Hy(MID} ) & Hy (HPWyg )modn,) « #CR} =
CRy, M WL Brs € Z; , 4 Ms=MIDyg
||lrs||SIDsy > it 5Q3 = Hy (IDsc] hid, p) P + 4
(Pyub), ws = g", hg = Hy (Ms]|ws,p), I3 = (r3 — hs)
modp, s3 =3¢ (skipy,), ts =7r3Q3 0 Al3=0, N
B E R s b E, ARG e = (M| |T3) @
Hs (t5] |ws| [TDac), k = Ha (PTDug| [skin,., p) = CRo@
Hy (HPW;| [MID?), ave = CRs @ CRy, CAKyg =
(avp| k) ® Hy (rs] [T5) , H 15 3 7R 224 Hij I [A] 8%
WJE, H PR CTs = {cs,s3,t3, T3, CAKug} Kik 4
IIE 5E

(2) HINIEW KBW R CTs J5, it Hw, =
e(ts,skin,.)» Mg|| Ty = c3 @ Hj (t3] jws| IDac) - $2
WM, FITy, BRI Ty — Ts| < AT, RHICTsi 2
. SRS, WUE M G T B k = Hy (PIDyg||
skip,.,p) » CAKjp = (avp| k) @ Hy (3] |T3) » EL %
& CAK g = CAKyp & B L. 37 A ROT,
W5 (abs | 1) = CAKue © Hi (15 1T3)., 3
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agp = ave, k #k, R EE ‘E@lf—
R BB, A E WO K K ﬁﬂﬂ?ﬂﬂ?@
Honeywordy, = {} . #71% 4138 H 1) 76 M i il 2 11
I][KWETS(N 10), WUE Y SR AN P32 BZ R R R 1)
BERWER. BN, KIIKE (Mz,03), HH
o3 = (hg,s3) o B, BGAE K. oM, =
MIDuyg || 73, WIEMSHH.Q4 = Hy (IDsx| |hid, p) P+
Y (Poub) , wa=g"*, ha = Hy (Ma||wa,p), la = (ra—
ha)modp, ty = r4Qy, s4 = 43 (skip,, ), ca= (M| |T})
®©Hj3 (ty] |wa| 1Dsx), HAry € Z, TyZRoR R 6]
o Hla=0, WEPFERHITHE. &E, ¥
CTy = {ca, sa,ta, Ty} 1B IE A FF 15 18 KI5 46 15 1K 4
BEP=1

N

(3) EWEIH B CT, G, &N T E
wy = e(ta, sking ) My || Ty = ca ® Hs (ta] [wa| TDsx)o
R AT, , SERE|T, — Tyl < AT, RIICT4 i
SNHLE. 20 W, = Hy (M;] bl p)s ) = o

Py = H,y (IDAG| lhid, p) Po + Ppup » %11 25 3Re (s4,

Pox) ty = wy =B EOL . HERX AL, WK E
(My,04), oy = (hy,sq). BRI S84 %3 2
OUERE, MRS TV S A k. 1%
JREE T HBENLIE R rs € Z3, 4 Ms = SIDgx || 75, 1t
H Qs = Hy (IDyg| |hid, p) P + ¢ (Pouy) , ws =g" ,
hs = Hy (Ms| |ws,p) , ls = (r5 — hs) modp , s5 = 59
(skingy ), ts =75Qs5, c5 = (M5 [T5)@ Hs (t5] |ws| [IDug),
HA T RoR LT 8. Bl =0, W E Bk
HitsE ., FIHEZSMOZ HE R HILE R iE %A

SK = KDF (¢ |g klen) . AAIE M
KW CT5 = {c5, 85, t5, Ts HEIS A S E RIEL

(4) P EEI R CTs 5, it 5ws = e(ts,
skinye) , Mz || T = c5 @ Hs (t5] |ws| |IDyg) - $2 B
My ATy, BRI 25T — Ts| < AT, R WICTs i &
. SRR, T E s = Ho(Myllws,p), 15 = g,
Pop_o = Hy (IDSN| lhid, p) Py + Py HiFZe (s5,
PUE_Q)t5 = w5E AL . A oL, R Ih Pk
H(Ms,05), Hos = (hs,s5). S5, FFHHESK =
KDF (g3 |¢g" | |SIDgn| [MIDyg, klen) o &5, B
P RS T R A TR SK
3.5 OSEMEX

F P 3 NS B8R SCup FFH N SR 46 114 PW g A
W R 1A PWEY, &

CRI™

:Hl (Hl (MIDUE)
®H(HPWyg) ® Hy (PWyE)),

CR5™ =CRa @ Hy (MIDyg| [HPWyg)

® Hy (MIDyg| [PW{E)

CRLY = CR3 @ CR; @ CRY™,

@ H, (PIDyg| [HPWEY| [IDyg| |BIOyE) .
R

SCup = {CRI™, CRA™, CRI™,
PIDUE7 NUE7 HUEa Gen(')) Rep( )} °

User Login and Authentication Phase

Input SCyg, ID {1, P W, BIO{
ot = Rep(BIO{p;, fup)

if CR{ =CRi.r3 € Z

= (M;||Ts) & Hj(ts||ws||ID ac)
k = Hy(P1Dyg||skip g, p) = CRo @ Hy HP Wii|IMID )
aup = CR3 @ CRy, CAKyg = (ayg||k) @ H(rs||T3)
CTy = {c3, 53, t3, Ts, CAKuyg}
oL
via a public channel

wy = e(ts, sk, )

if [T} - T5| < AT
by = Hy(Mj||w), p), t; = g

if e(s5, Prpo)ts’ = u"3

' CTy
(My,00) = (M, (), 54) .
via a public channel

SK = KDF (¢7[|¢"||SID s |[MID g, klen)

User Authentication Gateway

HP Wi = Hi(PWigloge) wy = e(ts, Skip o)
MID g = Nug @ Hy(PIDyg[[HP Wi [IDyg|[BIOE) (My||T5) = 1 @ H(ts][wy||[I1D ac)
CR] = Hy(H;(MID{ ) @ Hy(HP W) mod n,) if [T, — T3 < AT

k = Hy(PIDyg||skip . p)

M; = MID yg||rs||SID sx , hy = Ha(Ms]|ws, p) CAK{p = (avgl|k) ® Hy(rs||T3) (M| T}) = 4 @ Ha(ts|w)]|[IDsx )
Q3 = H\(ID ¢l |hid, p) P + ¢(Pyw), w3 = g™ if CAK{ g # CAKyg : if [T} — Ty < AT
I3 = (r3 — hg) mod p, 83 = lyt'(skipyy ), t3 = 73Q3 (ayp|[k) = CAKS g @ Hy(r3||Ts) hy = Hy(Mjy||w),p), t) = "

if ayp = aup, kK #k
add k to Honeywordy, = {}
if [Honeyword,| > 10, reject SCyg (My,04) = (M, (I, 54))

(M, 03) = (Ms, (h, s3))
(Mg||T5) = c5 @ Hy(ts||ws|[IDsx ) My = MIDuyg||rs,r4 € Z, (My,04) = (My, (hy, 54))
Qi = Hi(IDsx ||hid, p) P + ¢(Ppup)

wy = g™, hy = Hy(My||wy, p), ts = 14Qs
Pyg-2 = Hi(IDgx ||hid, p) Py + Pyuy ly = (ry — hy) mod p, sy = ljb(skip )
CTy = {ca, 54,14, Ta}

Sensor Node

w) = e(ts,5Kkipgy )

Psx = Hy(ID ac||hid, p) P> + Ppub
if (54, Psn )ty = w)

T
via a public channel

15 € Z), M = MID yg||SID sx [|r5

Qs = Hy(IDyg|[hid, p) P + ¢(Ppuv)
ws = g™, hs = Ho(Ms||ws,p), t5 = r5Q5
I5 = (r5 — hs) mod p, s5 = ls¥(skipy, )
¢5 = (M;||T5) © Hs(ts||ws||[IDvE)
cTy [
’ SK = KDF (¢"[|g"||SID sx ||[MID y, klen)
via a public channel
CT; = {cs5, 85, 15, T5}

K 3 ) &3 RINIE
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Gen (BIOyY ) = (o0, 00 )

HPWyg" = Hi (PWuygl |ogg)

CRI;’W = CR2 ® Hy MIDyg| |HPWyg)
© Ho(MIDyg || PWyy),

Ngg' = Nyg @ Hy (PIDyg| |[HPWyg| |IDyg| |BIOyER)
© Hy (PIDyg| [HPW{E'| [IDyg| [BIOYE)

4 BREMSH
4.1 MFAS-SM9A5 RHIFER AR ENH

%% Bellare®s NI Wang% A M H (10E
TR, AT4A HMEFAS-SM9JT &1
ez e IE 45 B R A .

WHELLFAZ BfK Game 1 ~ Game 6, 24 H
N 24 & T ALE I $% Game it B T4 00 98 13 b 45
i), ARGk Game (1 <i<6). LPr[G_i#
TN A R AR Game i RIHEZE

Game 1: ZJfFREHLECT AR H 57 R IK
i, Rk, AdviFASTSMO — 9pr [Gy] - 1.

Game 2: fEZUER T, M FARAT
Extract(2i,2ac,24) W Kk, B8P AT LI
HCAE o 15 18 b A% B i Z 88 {CTy, CT,, CTs,
CTy4,CTs} o {HH T IXEEHE &M% 5%, 1E
T AANNTE AR BRI 26T, X% kR
BEAHUE B BhETF AR Mo E . W7k Game 25
K Game 1 AT[X 453, BIPr[Gq] = Pr[Gal.

Game 3: ZUERLAE ] 1) K AR Al AR SR I 22
SLEPZal, R DL bR A

(1) 75 R B H, , Hy, Hsl, HGR[EME R
A RlE fi 5

(2) HERITZIN R Gen(-), Rep(-) i3 M {E % A
il 45 5

(3) hn% 3 SOR ARl

(4) A= BT B R A Al

R, MFAmS Game 3HIEE N, |Pr[CGs] —

2 2 2 2
G, | 9w, | 9m, | 4 |, 4, (¢etas)
Pr [G2]| S 21H1 + 2lH2 + 2lH3 + 2T2 + 2T3 + —02]?

Game_4: fEWZHFR, H5 8T AN H
WA {ELH, (ID] |hid, p), Ha (M||w,p), Hs (t] |w| [ID),

Hj-a %?ijégﬂ:o JH:a ﬁ|PI‘[G4]—PI‘[G3HS
4qs 4ds 4qs
2lH1 2ZH2 2IH3 o

Game 5 : 1% # 50 VF & T A $ AT Corrupt
(245, b) M Corrupt(2ag,1) ¥ 17 o 24 4 47 Corrupt
(24, 1) W) B, B ARSI AR R AE A B
BIOug, HMEHEN Qq% s MIAT Corrupt (£, 2) 1 1)

W, BT ARG fERSCu B B, HBERAN
2?;811 +2?7§2; f—'lﬁhﬁ‘Corrupt(Q{m3)@[‘@[&#, #HF
ABE D T APWyg , MR NC ¢ s M AT
Corrupt(Rac, 1) I FINE, SRS o, . B,

Pr[Gq] — Pr[Gy]| < 2% + ;JTS + Q?—If + 2?—2 +C

Game 6: BRI HR T A U\Advi\}m 1L
W ZSMOSLE, iZlik RS F A S F A 3
TR H o fEZIERF, H— AN R Faea (1) 10
BB R AUKDF (1), FEAE B 5 Flaea () B30 H X
HF ARFAHIG . FHe, HPr(Ce = 7. M%
1 B % 7% B 7 # B )SK = KDF (g7 | |g™ | |SIDgn] |
MIDuyg, klen) B . #5 FAF BAN KA N3k Game_5
A ¥ Game 6 AN AT [X 43, BJ|Pr[Gg] — Pr[Gs]| <
Pr(8]. #HTF AL gs KT AEWE X 49 B0 A0 55
Y Flaeal(-) LA KB FH B 32 B BKDF (1), 4 b SR A
2 — AN T A’ DL AQVSM (1 4 OB G 2 7 B S MO
Sk, BIPr[B] < gsAdvSYe.

g LATiA, @ik Game 1 ~ Game 671 %1,
R AT 5 R AR 3 AdvFAS—SMO oy

, Y r ! 1 q2 qu + q2 p
MFAS—SM9 no Lt 4 Hj
AdvY <+ o ot S
LB +qh, | (qtas)” . 2qs + ¢f
2lH3 p 2[2
3qs + q%,

SM9

4.2 MFAS-SM9B AL &N

A CHEH FIMF AS-SM9 T %3 T 7 % SM 9%
T VA MESEAL IS, IR P AR 00 0 0 2 1 & S5 22
SRR T R At . AR S R w 4y
BT 77 35 AE B MF AS-SMO 7 & GE ML HE T 1445 I 5
i WA . WS DL E RO, I
HAT R 1) 22 4 PR R 44 1

AO4B/NTE A XEMFAS — SM9 T EH 5]
ONECR 6 UF FH 28 B TR, BBRIAIE RGN 22 4
PE, B AR RIS . R ARG R Rk
SCug BA K I P AR R 4EBIOUE , BT AN B g R
SCur #2 HU 2L #5 {CR4, CR2, CR3, PIDyg, Nyg, fuE,
Gen(-),Gen(-)}, H—HWE of = Rep(BIOug, bur)-
H1 T CRy = Hy (Hy(MIDyg) & Hy (HPWyg) modn,,)
i FH SR 56 4IE B A 1E§iﬁ}fﬁ)ﬂﬁgi§$ugé\teﬁﬁy
32 Byte, %im, = 20, HAEAE e AT RERT
P AX] (ID, PW) i £ CRy = CRy 111 4 FF AR
ATAELRAE BT i, YR X &) FH 28 i 1A AR S
A I AT A BT AT, — B BT N TR
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Ts(~ 10) 5, WOIE M ICHE 4o Bk H %8 5e R 1 &
KGR BEAh, CRo B AE M K F] H % Hskip, , 1=
A — AR, R Hskp, At EE, W
BT ATEM CRIRGAH KOS HEFEE. T CRs
H5CR MK, KIET ATIEPATIE L0 W X

WERBIRBIE  BOSR ERER 1T R 3 0 R AR it
#&, HIECT ARG % Hskipy, » HBTFATLEET
skipg 15 B H AR R AT BB, BIA 20 H
FAo IR OC BA S HAt AR SR SR f O AR B . T
7‘57@15‘:':'*W\/i\ﬁqufﬁﬁH‘]%*ﬂiﬁﬁ,mﬂ‘gﬂm%m
DWAFAE, DRI RIS 3R A5 55 B skipg, » BT AHG
EEMZ AR BSIAUE R OC 1) 2 HH sk,
KA EE, (HEENUE s AVGER SR EFNLE, HAE
ANFNTE F % 8 sk, P ETHE N TGE@E IS A S B
CTsWHErs. Hk, MFAS-SMOJs %Al LAEH &
IR B

AT A ERNTRERTFA, il
VEMHE B3RS PWyg I . MAMFAS-SM975 %
alAEL, FEMMEECT = {c1, s1,t1, Th } RN 5 5%
X, TF AN FITE N 9% % PHskip,, . 3t T07E %
FEXHHRKETHP DA PWug A KEE . H
PR, LE AN HE A% B 1 5 skapg, BUE H P %
B skipy, BT, B FATCTE MNCTy = {cy, 84,14, T4} »
CTs = {cs5,s5,t5,T5} » CTy = {ca, s2, 12, To} 13 FAE:
(EEERSP

FEXE ACHHHEFIMFAS-SM9 7 114
PEfE st FE o AN B M AR Ao, AT
AZ R G ER P, ARSI % A
skipg, A BERINONIEIH B2 44 B0, fEAHIE
B skip,, B, B ATCEE AR BCA RS 4T i
BERH . [FIEE, BT ATCTE DN 2E BOIE WX G Bl R

HEERXE HTEHAIMEE, BT
A KR R A% AL B 1) B I Sl kBT B L TBOR
o FEMFAS-SMOJ; &M, 8K i (e 8T 51
B)VH B M, P8I0 SRR A % LT, R/
c1=(M;||T;)® Hs (] |w;| [ID), FCT;={ci, 84, ti, Ty Jo
e W 3 o] DLTE % 5 50 Uk B () R 2 S 2
T, —Ti| < AT, ML B HE IS .

EZM {EMFAS-SMOJ H, H P EEME
Bt MIDyg = Hy (IDyg| |r1), B&E T HS2AR IR
B IDyg, FHHEF R G E P IEEEN o,
TRERIR 2 ERe T A S A FENLAR IR, T B A A AT
1BEE.

AR M R BIEM O 1) % £ skip , , #4 3E
#&, AHBENUE rs X UE W AR FENLEE, BT ATEAR

NTE P % B sk, B J0iE IS A S B CT &
5. PRI, DAAIE ) G 1) % $H skap, T 8% 0I5 A6 F T
AFF I

O U REH AN, MFAS — SM9
75 RAe LB A 5 B 5 I AR A UE W 5S4 EL IR AT 32
T, FEARHN E FE U E 1A PWogp — PWE .

5 FAROW

AATEEMFAS-SMOJ7 5 531 J LA T 6 [ ith
LR AR R BT IVE T RARLLER, 4 5il4h HTE %
e THEITEAEE T BRI R A R

SCHR[22]38 H T — /N5 T X B 1 BE 44 A IE
FOFHEA R P IIRe: SCRR[23)3 tH T AEHE R
AL A 2% TR 2 R NE T %8, FF A E0 2 8
PECRY s SCHR[24) 38 tH —Fh T T 2R A 4 ) 22 4 i
B REE S B I0IE T 5, RN SRR B AL
SCHR[25]) 58 H—Fl FH T~ 42150 9 1) B 44 DAAIE 7 S8 9 B
AHEALFLRE S, SCER[26) B0 T AT ERER
W 26 LA PR B FH R BE 2 ATIE 7 585 SCHR[27, 28]
& T TC B A S () B A A UE 7 %6 o SCHR[29] 42
H 7 — Rl A A AR B AR I A UG T & .
SCHR 3013 H T — M B A B AR 1) 2 R = IE 7
%, IHEFRHERT N 08 17 R At . SRR (3
i LI DEAEFINEAPSE SINTy/E= Sy o)
DR T MARARG. RILH T HEN e
o AR A R R G R R RREAN R
AI DUR IAS SO B At SR A R4 1) 2 4

FLH W T ITRMITHEIF S L. Kb Ty R ms
TWIEH, TcRRRLEIEZE, TuiRasMapToPoint
BHE, o RrAHILRREE, HhERRENIEH,
To BRI fRHBH . R3GH 777 ZIGE
FHE. K |G| RAREG hmR KA,
G| BARFEG T ICH IR, |G| RARFEG T IT
KRN, |Zp | FRBEZ PRI T
HIEAS T4 AT EL 45 R K HIMFAS-SM9 77 %3 H
TR R %

A3CAE FHIntel(R) Core(TM) i5-12500H 2.50 GHz
PERETHE AL, FF2ETPBC (Pairing-Based Crypto-
graphy) %845 FE I AH OC % i i BT A . H
i, A IEHZIN1.381 ms; BT RMIRIZELA N
2.653 ms; FIaHLIN3.443 ms; KRNI H L
~2.251 ms; MapToPointiz H£)°42.923 ms; K
XTIE 216,274 ms. AR SCEHBN #h £ 471815
T4 MK, o |Gy = 256 bit , |Gy| = 512 bit
|G| = 3072 bit , |Z;| = 256 bit .

B4R 5 73 il 25 7 A SC S A5G T7 TR
BN LL AR (S TR T LL s S, AR E 5T LA
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® 1 FENHFREMZAGITNIEIRIIEE

_— TR REVFMIER
1 2 3 4 5 6 1 2 3 4 5 6 7 8 9 10 11 12
SCHR[22] v v v x X J J x J J X v v v N v v N
SCHiR[23) v v J x X J v v J X x J J v v J x X
SCHR[24] v N v J X J J x J J x J J x v v x J
SCHR[25) v v J x x v v X J v X J v v v v J x
SCHR[26) v N v v x v N v v N X v v v N v v N
SCHR(27] v v v X X v N X v N X J N X N v X X
SCHR[28) J v v X x v v x J v x J v J v v J x
SCHR[29)] v v v x N v N X v N X J N X N v X X
SCHR[30] v N v v x J J x J J x J J J v v x X
SCHR[3] v v x v v v v v v v v v v v v v v
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