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Abstract—Dozens of two-factor authentication schemes
have been proposed to secure real-time data access in industrial wireless sensor networks (WSNs). However, more
often than not, the protocol designers advocate the merits of
their scheme, but do not reveal (or unconsciously ignoring)
the facets on which their scheme performs poorly. Such lack
of an objective, comprehensive measurement leads to the
unsatisfactory “break-fix-break-fix” cycle in this research
area. In this paper, we make an attempt toward breaking
this undesirable cycle by proposing a systematical evaluation framework for schemes to be assessed objectively, revisiting two foremost schemes proposed by Wu et al. (2017)
and Srinivas et al. (2017) to reveal the challenges and difficulties in designing a sound scheme, and conducting a
measurement of 44 representative schemes under our evaluation framework, thereby providing the missing evaluation
for two-factor schemes in industrial WSNs. This work would
help increase awareness of current measurement issues
and improve the scientific process in our field.
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I. INTRODUCTION
OWADAYS, wireless sensor networks (WSNs) are increasingly becoming an integral part of our daily life and
have drawn great attention from both academic communities
and industrial worlds. They have been widely used for various
critical industrial applications, such as temperature monitoring
for precision agriculture [1], power usage monitoring for smart
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grid [2], and heart beat monitoring for healthcare [3]. Generally,
WSNs are built on a set of distributed lightweight sensor nodes,
a number of dispersed users, one or more relatively powerful
gateway nodes (GWN, or so-called base station), which play a
key role in the operation of the whole network.
Recently, user’s interests in many critical applications have
evolved from delay tolerant data communication to real-time
data acquisition [4], [5]. To facilitate external users to enjoy
the real-time data directly from the target sensor nodes without interacting with the GWNs as demanded, it is important
that such sensitive data and user behavior information are well
guarded against eavesdropping, intercepting, modification, malicious exploitation, etc. [6]–[8]. Among various security mechanisms, user authentication constitutes the first line of defense
as well as the basis of access control: Users shall be first verified
by the sensor nodes before being allowed the access to application data. Due to its simplicity, portability, and cryptographic
capacity, password authentication using smart cards (so-called
two-factor authentication [9]), as shown in Fig. 1, has been
widely considered as a promising approach for real-time data
acquisition in security critical industrial WSNs.
The past 30 years of research on password-only user authentication schemes has shown that it is incredibly hard to
design a single-factor protocol right (see [10]–[12]), and the
past 20 years of exploration on two-factor authentication for
traditional networks (e.g., the Internet) has proved that it is
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expectedly much harder to make a two-factor protocol right (see
[13]–[15]). Besides the challenges in traditional networks, the
design of two-factor schemes for WSNs is subjected to two additional challenges. First, sensor nodes are extremely lightweight
devices with limited computation capability, storage capacity,
and energy resources. Second, WSNs are generally designed
for security-critical industrial applications, but often deployed
in open/hostile area or left unattended, such as the earth-oceanatmosphere monitoring system GEOSS [16] and NOPP [17].
Consequently, it is no surprise to see that the past 10 years
of research on two-factor authentication for industrial WSNs
is full of zig-and-zags, and falls into the unsatisfactory “breakfix-break-fix” cycle (see Fig. 2). In 2009, Das [19] proposed
the first smart-card-based password authentication scheme for
WSNs, and it opens the new direction for user authentication in
WSN environments. Unfortunately, this scheme was pointed out
to have serious weaknesses (e.g., no mutual authentication and
user anonymity) [20], [21]. Then, Xue et al. [22] put forward
a temporal-credential-based authentication scheme in 2013 and
claimed that their scheme is of robust security. Later, a dozen
of improvements (see [23]–[27]) over Xue et al.’s scheme have
been presented. Among them, Jiang et al. [26] showed that Xue
et al.’s scheme suffers from the privileged insider attack, smart
card loss attack, and fails to preserve user anonymity, then they
put forward an enhanced version.
Recently, Wu et al. [28] analyzed the security of Jiang et al.’s
scheme [26] and Choi et al.’s scheme [29], and pointed out that
both schemes are susceptible to offline password guessing attack
and user forgery attack. In addition, Jiang et al.’s scheme [26]
fails to achieve forward secrecy and Choi et al.’s scheme [29]
lacks user anonymity, and thus they suggested a new scheme
[28]. However, in this paper, we demonstrate that Wu et al.’s
scheme [28] still fails to eliminate the security flaws of smart
card loss attack, user impersonation attack, and user anonymity
violation attack.
In 2016, to increase scalability, Amin-Biswas [37] proposed
a lightweight and comprehensive user authentication and key
agreement scheme for multigateway industrial WSNs. However, Srinivas et al. [36] revealed that Amin-Biswas’s scheme
[37] would leak sensors’ secret keys and the system key, and it
is also vulnerable to server spoofing attack, user impersonation
attack, stolen smart card attack, and offline guessing attack. To
overcome the identified issues, Srinivas et al. [36] further put
forward a new scheme. Unfortunately, we find that the scheme
in [36] is still subject to various security flaws, such as offline
password guessing, user anonymity violation, and node capture
attack. Besides reporting security flaws in [28], [36], we also
examine the root causes underlying these failures and, accordingly, provide effective countermeasures.
Motivations: In most of these studies, there is no comprehensive criterion available for protocols to be measured objectively,
and the protocol designers themselves advocate the merits of
their scheme, but do not reveal (or unconsciously overlooking)
the aspects on which their scheme performs poorly. Such lack of
an objective, comprehensive measurement leads to the unsatisfactory situation: Most of the schemes are found either unable to
meet essential security requirements or short of critical properties. In addition, when dealing with the evaluation criteria, little

attention has been paid to the underlying system architecture
and adversary model. We argue that these three elements are
inherently indispensable from each other and should be considered as integral parts. This explains why lots of efforts have
been devoted, yet little substantial progress has been made in
this research area.
Contributions: In this work, we make an initial step toward
breaking this undesirable cycle by proposing a systematical evaluation framework in terms of security, efficiency, and scalability
for schemes to be assessed objectively; revisiting two state-ofthe-art schemes presented by Wu et al. [28] and Srinivas et al.
[36] to reveal the challenges and difficulties in designing a sound
scheme; and conducting a large-scale evaluation of 44 representative schemes under our evaluation framework, thereby providing the missing measurements for two-factor user authentication
schemes in industrial WSNs.
Organization: This paper is organized as follows: In
Section II, we articulate the system models, adversary model,
and evaluation criteria. In Section III, we review Wu et al.’s
scheme. Section IV describes the weaknesses of Wu et al.’s
scheme. Section V cryptanalyzes Srinivas et al.’s scheme. Our
evaluation results of 44 representative schemes are presented in
Section VI. Section VII concludes this paper.
II. SYSTEM ARCHITECTURE, ADVERSARY MODEL, AND
EVALUATION CRITERIA
In this section, we for the first time examine the pros and
cons of eight basic system architectures, explicitly define the
widely accepted adversary model, and propose a comprehensive yet concrete evaluation criteria set. These three elements
are essential in assessing the goodness of a scheme and they
together constitute a systematic framework for measuring twofactor authentication schemes for industrial WSNs.
A. System Architecture
Owing to the openness of WSNs, it is challenging to ensure
secure and reliable data transmission, monitoring, and timely
response of sensitive information. Besides, it becomes imperative to consider the scalability with the increasing applications
of WSNs (e.g., military, healthcare, and civilian) in practice
[36]. It is natural to see that there is a close relationship among
performance, security, and scalability of architecture models
in WSNs. Regarding single-gateway WSNs, five basic system
models can arise among the user, GWN, and sensor node, as concluded by Xue et al. [22] in 2013. However, they only deal with
single-gateway networks and pay little attention to the multigateway environments. In addition, there is no comparison of
the goodness among these five models in [22].
With the experience of analyzing more than two hundred twofactor authentication schemes for the client-server architecture
and over sixty schemes for WSNs, we provide a summary of
eight different types of architecture models that covers both
the single-gateway and multigateway environments (see Fig. 3).
We show that some of these eight models have their inherent
weaknesses. We will test these system models against 44 representative schemes with the usability and security in Table IV.
The first model, i.e., Model (a), is the standard one for singlegateway environments. By using two full rounds of message
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Fig. 2. A brief history of two-factor authentication for industrial WSNs. This figure is based on Fig. 2 of [18]. In most studies, the authors first
present attacks on protocol(s) in the parent node, and then give a new scheme and claim it to be better. All schemes underlined cannot attain truly
two-factor security.

Fig. 3. Eight basic system architectures for user authentication in industrial WSNs. GWN = Gateway node; HGWN = Home GWN; FGWN =
Foreign GWN. (a) Typical schemes [27], [30]. (b) Typical schemes [31]. (c) Typical schemes [32]. (d) Typical schemes [33]. (e) Typical schemes [34].
(f) Typical schemes [35]. (g) Typical schemes [36], [37]. (h) Typical schemes [38].

flows, the user, GWN, and sensor node can routinely ensure
mutual authentication. Note that it can be extended to cater for
multigateway networks [e.g., Model (g)]. Generally, once deployed, WSNs are left unattended without big physical changes.
However, owing to the limited memory and computation capacity of sensor nodes, there is an increasing need to extend
networks with multiple GWNs to increase network capacity,
reduce management complexity, and prolong the network lifetime [37]. On the other hand, to eliminate the negative effects of
node capture attack and power exhaustiveness of sensor nodes,
dynamic node addition has become a very admired attribute in
WSNs. Thus, an architecture with scalability (i.e., dynamic node
addition) for multigateway environments is very important.
This explains why Model (b) is rarely adopted in recent
schemes. More specifically, it is only suitable for user-to-sensor
authentication in single-gateway networks, because it requires
additional storage overhead to keep user information in FGWN.
In other words, FGWN cannot realize directly communication
with users if it does not keep user-specific credentials. This

is best illustrated by the Model (h), which is extended from
Model (b) and has to keep user-specific credentials. An alternative yet better approach to tackling this problem is to combine
Models (a) and (b), i.e., merging Steps 7 and 8 of Model (g).
Model (c) is extended from Model (a) by adding two message flows between the user and GWN. This model is either
subject to redundancy or unable to preserve mutual authentication. On the one hand, if the nonce mechanism is employed to ensure freshness of the protocol messages, then
the mere two message flows between GWN and the sensor
node are inadequate to reach mutual authentication. On the
other hand, if the time-stamp mechanism is used to ensure
freshness, then only two message flows between the user and
GWN are sufficient to achieve mutual authentication. This well
explains why many two-factor authentication schemes (e.g.,
[22], [24], [26]) prefer abandoning Steps 2 and 3 to achieve
Model (a).
Model (d) suffers from the same issues with that of Model (c).
As for Model (e), it implements mutual authentication with the
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help of GWN, and is widely employed in early single-gateway
WSNs (see [40], [41]). However, after careful analysis, we find
that Model (e) is not desirable due to the following two reasons.
First, Model (e) allows any user (including the attacker) to communicate with sensor nodes in the first place, and this makes it
prone to GWN bypassing attack and DoS attack as the computation capacity and memory of sensor nodes are rather limited. It
has recently been realized that it is crucial to guarantee that only
authorized users are permitted to access sensor nodes in WSN
environments (see [26], [39]). Second, Model (e) cannot be extended to multigateway WSN environments, because FGWNs
are essentially not a managing directory for all sensor nodes of
the whole networks, and thus in Step 2 of Model (e), a sensor
node is unaware of which GWN should it communicate with.
Model (f) is also widely used in earlier schemes (see [19],
[38], [42]), yet since GWN only forwards messages in Step 2,
this model is prone to GWN bypassing attack. Moreover, it is
intrinsically unable to achieve mutual authentication, because it
prevents users from knowing the authenticity of GWN, and also
prevents GWN from knowing the authenticity of sensor nodes.
In other words, there is lack of feedback from GWN to the user,
and thus users are unaware of whether the GWN is legitimate or
not. Similar issue exists between the sensor node and GWN.
The last two models are explicitly designed for multigateway
environments. As said earlier, Model (g) can be extended from
Model (a) by first seeing FGWN as the sensor node and then
seeing FGWN as the home gateway node (i.e., HGWN). In comparison, Model (h) simplifies Model (g) by abandoning three
message flows: Steps 3, 6, and 7. What is the role of FGWN in
Model (g) is beyond comprehension. Typically, FGWN is used to
handle sensor nodes that roam outside the reach of their HGWN,
but there is no direct communication flow between FGWN and
the sensor node in Model (g), and HGWN is still used to forward
messages to the sensor node. This also indicates that, in Model
(g), mutual authentication between FGWN and sensor node is
intrinsically unattainable.
Summary: We investigate the system models for user authentication in WSNs, and find that some models have inherent
weaknesses, and in comparison, we advise to employ Models
(a) and (g) to design schemes for single-gateway and multigateway WSNs, respectively. Besides the above-mentioned rather
abstract analysis, we further validate our analysis by using two
concrete protocols given by Wu et al. [28] and Srinivas et al.
[36] as case studies and by conducting a large-scale evaluation
of 44 representative schemes in Section VII.
B. Adversary Model
As the security of a cryptographic scheme can only be assessed under a certain security model, we now explicitly state
an adversary model that is consistent with the reality. To our
knowledge, this work, following the existing works in [14],
[43], [44] while introducing new perspectives, is one of the few
ones that explicitly define the capacities of the adversary for
user authentication in WSNs. The main capabilities of A in our
model are specified as follows.
C1. The adversary A is able to offline enumerate all the
items in the Cartesian product Did × Dpw of identity

space Did and password space Dpw within polynomial
time; or able to determine the victim’s identity only
when assessing the security of a scheme.
C2. The adversary A is in full control of the exchanged
messages between users, sensor nodes, and GWN.
C3. The adversary A may either learn a victim’s password
or extract sensitive parameters from a victim’s smart
card, but cannot achieve both.
C4. The adversary A may obtain the previously agreed session key(s).
C5. The adversary A may get the GWN’s secret key(s) when
assessing the eventual failure of the system.
C6. The adversary A can compromise some sensor nodes.
C7. The adversary A can create and register as a legitimate
user and collude with a legitimate but curious FGWN in
a multigateway environment.
The capabilities C1∼C4 are in compliance with the standard
adversary model for two-factor schemes in generic client-server
architecture. More specifically, C1 means that both the password space Dpw and the identity space Did are quite limited
(i.e., Did ≤ Dpw ≈ 106 [45], [46]), and they can be exhaustively enumerated by A in polynomial time. As user identity is
not a secret, it should be regarded as known information when
assessing the security goals of a protocol [18]. Hence, it shall
not build the security of the system on the confidentiality of user
identity. The assumption C2 is consistent with the Dolev–Yao
model and widely accepted in WSNs [47], while C3 adheres
to “the extreme-adversary principle” [14] and captures the essential goal of “truly two-factor security” [48]. The capability
C4 captures the situation that previous session key(s) may be
acquired by A due to various reasons like improper erasure and
memory leakage (see the “Heartbleed” vulnerability [49]).
Under assumption C5, A can obtain the GWN’s long-time
private key(s). This assumption is used only when capturing the
property of forward secrecy. The capability C6 is used to model
the node capture attack [50], while C7 implies that A may be a
legitimate but curious user. In practice, the capabilities C6 and
C7 are realistic because that WSNs are generally deployed in
hostile and unattended environments.
C. Evaluation Criteria
We build our evaluation criteria set on the basis of Wang–
Wang’s criteria set [14], which is originally proposed for the
generic client-server architecture. To make it suited for the WSN
environments, we perform some adjustifications (tunings) as
shown in the fourth column of Table I. Without loss of generality,
we take both GWN and sensor nodes as the server side, while
keeping users as client. It should be noted that the criterion C-4
involves eight different types of traditional and new smart-cardloss attacking scenarios (see [43]) where A has acquired the
victim’s smart card, while C-5 copes with scenarios where A
does not have the victim’s card.
Additionally, we point out that criterion C-5 not only
includes the traditional offline password guessing, replay,
parallel, de-synchronization, and privileged insider attacks but
also involves node capture attack and GWN bypassing attack, as
well as considering GWN impersonation attack and sensor node
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TABLE I
A BROAD SET OF 12 INDEPENDENT CRITERIA FOR EVALUATING TWO-FACTOR AUTHENTICATION SCHEMES IN INDUSTRIAL WSNS

impersonation attack. An admired authentication scheme for
WSNs shall guarantee that a captured sensor node will not reveal
any sensitive information about other noncompromized sensor
nodes or affect previous communications [36], [37]. Furthermore, to preserve mutual authentication between user and server,
user and GWN, and server and GWN, it is essential to ensure
that GWN is genuinely involved in the protocol operation [24],
[51]. In all, a secure scheme for WSNs shall withstand some
special attacks such as sensor node capture and gateway bypass.
What needs to be emphasized is that sensor nodes are small
devices with scarce energy resources and memory capacity; it
is more favorable that we can replace the energy exhausted
nodes dynamically [18]. Besides, large-scale WSNs often need
to increase their network capacity [52]. Both suggest that the
criterion C-6 is necessary when considering node addition in
WSNs to achieve sound repairability and scalability.
III. REVIEW OF WU ET AL.’S SCHEME
In 2017, Wu et al. [28] proposed an efficient two-factor authentication scheme for the single-gateway environment. Wu
et al.’s scheme adopts Model (a) as its authentication architecture (see Fig. 3) and has four phases: registration, login,
authentication, and password change. To achieve user
anonymity, it introduces a session-variant variable ai along with
the user-specific secret parameter h(IDG xai ). During each
protocol run, ai and h(IDG xai ) will be updated to new values and sent to Ui , while GWN does not need to keep this value.
In this way, Wu et al.’s scheme not only achieves user anonymity
but also prevents desynchronization attack.
In the following, we briefly review the first three phases of
Wu et al.’s scheme and some intuitive notations are listed in
Table II. At the beginning, GWN chooses a point P , which is a
generator of the group G over the finite field E(Fp ), while G is
with an order q.

A. Registration
User Registration: Before accessing the resources of sensor
nodes, Ui registers with GWN as follows.
1) Ui chooses IDi , P Wi and a random integer bi , then
computes HP Wi = h(P Wi bi ).
2) Ui ⇒ GWN: {IDi , HP Wi }.
3) GWN generates a random number ai and computes
B1 = h(IDi IDG x) ⊕ h(IDi HP Wi ai ) and B2 =
h(IDG  xai ) ⊕ HP Wi .
4) GWN ⇒ Ui : A smart card with secret parameters
{B1 , B2 , ai , P, q}.
5) Ui computes B3 = h(IDi P Wi ) ⊕ bi and inserts B3
into the smart card SC.
Sensor node Registration: For each sensor node Sj , the details
are as follows
1) Sj ⇒ GWN: {IDj }.
2) GWN computes B4 = h(IDj IDG x) and sends {B4 }
to Sj via a secure channel.
3) Sj stores {IDj , B4 }.
B. Login and Authentication
This phase realizes mutual authentication and negotiates a
session key between Ui and Sj , the details are as follows.
1) Ui inserts his/her smart card and keys IDi∗ and P Wi∗ ,
then the smart card calculates b∗i = B3 ⊕ h(IDi∗ P Wi∗ )
and HP Wi∗ = h(P Wi∗ b∗i ).
2) SC generates random numbers r1 and α and computes
C1 = B1 ⊕ h(IDi∗ HP Wi∗ ai ) ⊕ h(IDi∗ IDj r1 ),
C2 = B2 ⊕ HP Wi∗ ⊕ r1 , C3 = α × P , C4 = h(C1 
C2 C3 ), and C5 = Er 1 (IDi∗ IDj C1 C4 ).
3) Ui → GWN: {C2 , C3 , C5 , ai }.
4) GWN computes r1 = C2 ⊕ h(IDG xai ) and obtains
IDi , IDj , C1 , and C4 by decrypting C5 with r1 .
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TABLE II
NOTATIONS AND ABBREVIATIONS

?

Then, GWN verifies whether C1 = h(IDi IDG x) ⊕
h(IDi IDj  r1 ). If they are not equal, GWN aborts.
5) GWN computes B4 = h(IDj IDG x), C6 = h(IDi 
IDj C3 ), and C7 = EB 4 (IDi IDj C6 ).
6) GWN → Sj : {C3 , C7 }.
7) Sj obtains IDi , IDj , and C6 by decrypting C7 with B4 .

TABLE III
COMPUTATION TIME OF CRYPTOGRAPHIC OPERATIONS ON COMMON PCS

?

Then, Sj checks the validity of IDj and C6 = h(IDi 
IDj C3 ). If both equals, Sj generates β ∈ [1, q −
1] and computes C8 = β × P , C9 = β × C3 , SKs =
h1 (C3 C8 C9 ), C10 = h(IDj IDi SKs ), and C11 =
h(B4 C8 C10 ).
8) Sj → GWN: {C8 , C10 , C11 }.
?

9) GWN checks whether C11 = h(B4 C8 C10 ). If they
are unequal, GWN will terminate; otherwise, GWN
and computes C12 =
creates a new nonce anew
i
)
⊕
h(ID
r
),
C13 = h(IDj r1 ai )
h(IDG xanew
i 1
i
new
,
and
C
=
h(ID
ID
a
⊕ anew
14
i
j
i ai C3 C8 C10
i
C12 ).
10) GWN → Ui : {C8 , C10 , C12 , C13 , C14 }.
= C13 ⊕ h(IDj r1 ai ), C15 = α ×
11) Ui computes anew
i
C8 , SKu = h1 (C3 C8 C15 ), and checks whether C10
?

?

= h(IDj IDi SKu ) and C14 = h(IDi IDj ai anew
i
C3  C8 C10 C12 ). If either does not equal, the session will be aborted. Then, Ui computes B1new =
new
=
h(IDi HP Wi  ai ) ⊕ h(IDi HP Wi anew
i ), B2
C12 ⊕ h(IDi r1 ) ⊕HP Wi , and replaces (ai , B1 , B2 )
new
new
with (anew
i , B1 , B2 ), separately.
C. Password Change Phase
Ui first needs to interact with GWN to authenticate each other,
and then change the password. The protocol details are not
relevant and omitted.
IV. CRYPTANALYSIS OF WU ET AL.’S SCHEME
Although Wu et al.’s scheme [28] is efficient and provides
various admirable features, such as password update and perfect
forward secrecy, it is still vulnerable to some critical attacks
under the realistic adversary model given in Section II-B.
A. Smart Card Loss Attack
The most important goal of a two-factor scheme is to achieve
“truly two-factor security” [48]: The compromise of one authentication factor (e.g., the smart card) will not endanger the

other authentication factor (i.e., the password). However, Wu
et al.’s scheme [28] fails to attain this goal.
With the capability of C3 (see Section II-B), A can somehow
obtain user’s smart card and extract its secret parameters B2
and B3 by power analysis [53] and reverse engineering [54].
With the capability of C2, A can eavesdrop login messages
{C2 , C3 , C5 , ai } from the public channel. Further with the capability of C1, A can offline guess Ui ’s password and identity
simultaneously as follows:
Step 1: guesses the value of IDi∗ , P Wi∗ from dictionary
space Did and Dpw ;
Step 2: calculates b∗i = B3 ⊕ h(IDi∗ P Wi∗ ) and HP Wi∗ =
h(P Wi∗ b∗i ), r1∗ = C2 ⊕ B2 ⊕ HP Wi∗ , where B2
and B3 are extracted from Ui ’s smart card and C2
are intercepted from the public channel;
Step 3: decrypts C5 = Er 1∗ (IDi IDj C1 C4 ) using r1∗ ;
Step 4: verifies the correctness of (IDi∗ , P Wi∗ ) by comparing the decrypted IDi with the guessed IDi∗ ; and
Step 5: repeats Steps 1∼4 of the above-mentioned procedure until finds the right value of (IDi∗ , P Wi∗ ).
The time complexity to conduct the above-mentioned attack is O(|Did | ∗ |Dpw | ∗ (2TH + TS )), where TH is the running time for Hash operation and TS is the running time
for symmetric encryption/decryption operation. As shown in
[45], [46], the sizes of user identity space |Did | and password space |Dpw | are limited, e,g., |Dpw | ≤ |Did | ≈ 106 .
Therefore, our attack is practical. To obtain a concrete grasp
of the running time of the above-mentioned attack, we utilize the open-source cryptographic library MIRACL to measure
the common cryptographic operations on moderate PCs, and
the experimental results are listed in Table III. It follows that
our above-mentioned attack can be finished within two weeks
(=106 × 106 × (2 × 0.564 μs + 0.07μs)) when using AES as
the symmetric encryption algorithm.
In reality, A may somehow obtain some side information that
are public and related to a specific user, e.g., name, gender, nickname, email, and this enables A to easily distinguish some passwords (identities) from other ones to be the victim user’s name
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password (identity). For instance, assume A obtains Ui ’s family
name “Wang” and birthday “20001010”, making it possible to
easily eliminate some items like “zhao***” and “***1990” from
the dictionary space. Consequently, the actual guessing space of
identities and passwords are both far less than 106 . Furthermore,
with the proliferation of cloud computing, A is able to complete
the above-mentioned procedure within a few hours by resorting
to Microsoft Azure or Amazon EC2 cloud computing services.
The underlying reason why the above-mentioned attack succeeds is that Wu et al.’s scheme violates “the public key principle” [55]: When smart cards are assumed to be nontamper
resistant , it is necessary to employ some public key technique
to resist offline password guessing attack. Wu et al.’s scheme
[28] does employ the ECC public key technique, but they only
use this technique to achieve forward secrecy of the session keys
and never use this technique to protect the sensitive authenticator h(IDi xai ). More specifically, h(IDi xai ) is exposed
in the formulation of C2 = h(IDi xai ) ⊕ r1 , and A can eliminate the secrecy of h(IDi xai ) and uncover r1 by computing
r1 = C2 ⊕ B2 ⊕ HP Wi . With the help of r1 , A can decrypt C5
and perform offline guessing attack.
Accordingly, an effective countermeasure to overcome the
above-mentioned pitfall is to first encrypt the random number
r1 with GWN’s public key and then XOR the ciphertext with
h(IDi xai ) to produce C2 . This approach has been adopted
in [14], [56]. Unavoidably, this will incur some additional computation overhead, illustrating the inherent tradeoff between efficiency and security.
B. User Impersonation Attack
Once A completes the above-mentioned smart card loss attack and obtains the correct IDi and P Wi , A can impersonate Ui to login to the system. Considering the following scenario, A generates new random numbers ri , α and
computes C1 = B1 ⊕ h(IDi HP Wi ai ) ⊕ h(IDi IDj r1 ),
C2 = B2 ⊕HP Wi ⊕ r1 , C3 = α × P , C4 = h(C1 C2 C3 ),
and C5 = Er 1 (IDi IDj C1 C4 ). Then, A sends a legal message {C2 , C3 , C5 , ai } to GWN. After successful authentication
by GWN (each message is valid), A receives the response
message {C8 , C10 , C12 , C13 , C14 } and computes C15 = α × C8 ,
SKu = h1 (C3 C8 C15 ) correctly.
The above-mentioned attack procedure builds on the failure
of Wu et al.’s scheme [28] in achieving “truly two-factor security”. With both Ui ’s smart card and Ui ’s password, A is
indistinguishable from the real user Ui . Fortunately, there is one
way to deal with this problem by integrating a “fuzzy-verifier”
[55] with “honeywords” [14]: GWN (corresponding to the server
S in [14]) can timely detect whether the parameters in Ui ’s smart
card have been extracted or not, and if extracted, GWN will suspend the corrupt card and thus block A’s further online guesses.
A very recent scheme for WSNs by Wang et al. [56] demonstrates the success of “fuzzy-verifier + honeywords”.
C. User Anonymity Violation Attack
Many recent schemes (e.g., [27], [57], [58]) that use temporalcredentials to provide user anonymity have been found vulnerable to the desynchronization attack. That is, A blocks one
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communication message to break the consistency of states between legitimate parties. The practicality and seriousness of
the de-synchronization attack have been intensively discussed
in multimedia watermarking protocols (see[59]) and RFID authentication schemes (see [60]), yet it was not until 2014 that
Wang et al. [61] first paid attention to this type of attack in the
research field of two-factor authentication.
In 2015, Wang et al. [62] revealed that there is no easy
way to maintain the consistency of the temporal-credentials
between the user and the server. Later on, Wu et al. [28] attempted to work out this intractable problem by just keeping the
one-time temporal-credentials at user side, with no temporalcredentials at the server side (i.e., GWN). Though this alleviates
the desynchronization vulnerability, but it makes Wu et al.’s
scheme [28] unable to achieve user anonymity if A can return
the breach smart card back without detection (which is realistic
as introduced in [48]). With the attacking procedure given in
Section IV-A, A can obtain the correct random number r1 , then
A can launch the user anonymity violation attack as follows:
Step 1: intercepts the message {C8 , C10 , C12 , C13 , C14 } sent
from GWN to Ui ;
= C13 ⊕ h(IDj r1 ai ), where ai is
Step 2: computes anew
i
intercepted from the login message and IDj is decrypted from C5 , as discussed in Section IV-A; and
Step 3: eavesdrops and tracks Ui ’s next login request {C2new ,
new
C3new , C5new , anew
i } by using ai .
Once A can correlate two distinct sessions from the same user
Ui , user activities (e.g., locations, hobbies, and social circle)
will be exposed. In a word, Wu et al.’s scheme [28] seems well
motivated but still fails to achieve user anonymity.
The underlying reason for this failure is that Wu et al.’s
scheme [28] does not employ some public key technique to
preserve user anonymity. This violates the generic principle
proved by Wang et al. in [18]: Under the nontamper-resistance
assumption about the smart cards, public key cryptography is
indispensable to attain user anonymity. More specifically, Wu
et al.’s scheme [28] does employ the ECC public key technique,
but they only use this technique to achieve forward secrecy of
the session keys and never use this technique to protect the
session-variant values C2 , C3 , and ai that is aimed to deliver
user anonymity. An effective countermeasure to overcome the
above-mentioned pitfall is to first encrypt C2 , C3 , and ai with
GWN’s public key and do not send them in plain text.
D. No Timely Password Typo Detection
Another key issue of Wu et al.’s scheme is that there is a lack
of local password verification mechanism, and the password
change phase has to be completed by interacting with GWN. As
a side effect, this scheme is inherently unable to timely detect
the event that Ui has accidentally input an incorrect password.
This means that both criteria C-2 and C-9 are not met in Wu
et al.’s scheme.
An effective countermeasure is to store a fuzzy verifier (B0 =
h(h(IDi ) ⊕ h(P Wi )) mod n0 ) in the card memory, where n0
is a medium integer: 24 ≤ n0 ≤ 28 . One can see that there ex≈ 232 candidates of (ID, P W ) pair to thwart A
ists |Di dn|∗|D|
0
when |Did | = |D| = 106 [45] and n0 = 28 . In the meantime,
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GWN keeps a HoneyL ist that records the bogus secret authenticator h(IDi xai ) = B2 ⊕ (P Wi∗ bi ), where P Wi∗ is a bogus
password. In this way, the enhanced scheme can timely detect
the event that the parameter (i.e., B2 ) in Ui ’s card have been
extracted. For more details and rationales of the integration of
“fuzzy-verifier + honeywords”, readers are referred to [14].
V. CRYPTANALYSIS OF SRINIVAS ET AL.’S SCHEME
In 2017, Srinivas et al. [36] demonstrated that Amin et al.’s
scheme [37] suffers from leakage of sensor secret keys, server
impersonation attack, smart card loss attack, etc. To tackle the
identified weaknesses, Srinivas et al. developed a new scheme
with formal proof and claimed that their scheme withstands all
the possible known attacks. However, as we will show, Srinivas
et al.’s scheme is still problematic. It employs Model (g) as
its authentication architecture (see Fig. 3) and consists of seven
phases. Due to space constraints, we do not describe this scheme,
but only show its security weaknesses.
A. Smart Card Loss Attack
In Section IV-A, we have presented a smart card loss attack
against Wu et al.’s scheme [28]. In this attack, A needs to breach
the user’s smart card and also eavesdrop the first protocol flow.
This corresponds to the Type-IV smart card loss attack defined in
[43]. In the following, we show that Srinivas et al.’s scheme [36]
is susceptible of two types of smart card loss attack: Type-II and
Type-IV. The former type of attack does not need the protocol
messages and involves A’s capabilities C1 and C3, while the
later need the protocol messages and involves A’s capabilities
C1, C2, and C3 (see Section II-B).
Also note that Srinivas et al.’s scheme [36] is originally a
three-factor one, here we are only interested in its two-factor
security by assuming that the third factor (i.e., the biometric)
has been known to A. This is realistic as user biometrics are
constant during their lives, and how to protect user biometric
template is still an open issue [63].
Type-II attack: Suppose Ui ’s biometric Bi and the secret
parameters {Yi , T IDi , Ci , Vi , h(·)} stored in the smart card are
somehow obtained by A. At this point, A can find out Ui ’s
identity and password as follows:
Step 1: guesses Ui ’s identity IDi∗ and password P Wi∗ from
dictionary space Did and Dpw ;
Step 2: calculates u∗ = Ci ⊕ H(Bi ), Vi∗ = h(IDi∗ ⊕
P Wi∗ ⊕ u∗ ), where Ci is extracted from the smart
card;
Step 3: validates the correctness of (IDi∗ , P Wi∗ ) by comparing the calculated Vi∗ with the extracted Vi ; and
Step 4: repeats Step 1∼3 until find the correct pair of
(IDi∗ , P Wi∗ ).
The time complexity of this attack is O(|Did | ∗ |Dpw | ∗ TH +
TB ) [9], [14]. Generally, it is only needed to calculate the biohashing function once, thus TB can be ignored in practice. According to the running time in Table III, A may complete the
above-mentioned attacking procedure within 7 days on a Laptop. Furthermore, with the correct identity and password, A can
impersonate Ui as discussed in Section IV-B.

This issue arises due to the inherent “usability-security
tension”: To achieve local password change (i.e., C-2)
and timely typo detection (i.e., C-9), an explicit password
verifier Vi = h(IDi ⊕ P Wi ⊕ u) is stored in Ui ’s smart
card, yet this verifier leads to a Type-II smart card loss
attack.
To eliminate this security issue without loss of usability, a
promising countermeasure is to adopt the “fuzzy-verifier” technique [55] and store Vi =h((h(IDi ) ⊕ h(uP Wi )) mod n) in
Ui ’s smart card, where n determines the capacity of (ID, P W )
pair, 24 ≤ n ≤ 28 . In this way, even if A obtains Vi , it can-not
determine the correct (ID, P W ) from the above-mentioned at|D ∗D |
tack, because there will be i d n p w ≈ 232 candidate (ID, P W )
∗
pairs that make Vi = Vi in Step 3. To further identify the exactly correct (ID, P W ) pair, A needs to interact with GWN,
and we can adopt the “honeywords” technique [14] to confine
A’s advantage to a very limited value.
Type-IV attack: In the above-mentioned attack, A does not
need the protocol messages. This attack needs the protocol messages, and involves A’s capabilities C1, C2, and C3. With
C3 (see Section II-B), A can somehow obtain user’s smart
card and extract its secret parameters {Yi , T IDi , Ci , Vi , h(·)}.
With C2, A can eavesdrop the login messages {T IDi , IDS N j ,
D1 , D2 , T1 } from the public channel. Further with C1, A
can offline guess Ui ’s password and identity simultaneously
as follows:
Step 1: picks a pair (IDi∗ , P Wi∗ ) from dictionary space Did
and Dpw ;
Step 2: computes Ki∗ = Yi ⊕ h(P Wi∗ uIDi∗ ), where u =
Ci ⊕ H(Bi ) and Bi is Ui ’s biometric;
Step 3: computes DIDi∗ = h(IDi∗ u);
Step 4: computes ri∗ = D1 ⊕ h(Ki∗ DIDi∗ IDS N j );
Step 5: computes D2∗ = h(DIDi∗ ri∗ T IDi Ki∗ T1 
IDS N j );
Step 6: validates the correctness of (IDi∗ , P Wi∗ ) by checking if D2∗ equals the intercepted D2 ; and
Step 7: repeats Step 1∼6 of the above-mentioned procedure
until find the correct pair of (IDi∗ , P Wi∗ ).
The time complexity of this attack is O(|Did | ∗ |Dpw | ∗
(4TH + TB )), and A may complete the procedure within
28 days on a Laptop. In comparison, the Type-II smart card
loss attack is more practical.
B. No User Untraceability
User untraceability is the advanced property of user
anonymity. With this property achieved, there will be no leakage
of user-specific information that lead A to track users’ activities,
login history, etc. In [36], Srinivas et al. claimed that “the use of
pseudo identity provides anonymity”; however, this is not true.
In their scheme, Ui ’s pseudo-identity T IDi is constant in all login sessions and unique for Ui . Thus, T IDi can be regarded as
Ui ’s identity, which can be abused by A to track Ui . Therefore,
Srinivas et al.’s scheme fails to attain user untraceability. One
possible countermeasure is to employ some public-key technique to conceal the user-specific, static information within the
session-variant values like that of [14].
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C. Node Capture Attack
Usually, WSNs are placed in hostile and unattended environments and commonly carry out extremely sensitive missions
(e.g., military and healthcare monitoring). Thus, sensor nodes
are rich targets. Srinivas et al. explicitly assumed that “the adversary can readily compromise all the secret information of
the captured sensor nodes” and claimed that an attacker against
their scheme “cannot derive three critical parameters ri , rj , rh
at a time from the communication messages.”
However, we find Srinivas et al.’s scheme cannot fulfill their
claim. Once A captures the sensor node Sj , it can compute the
session key of any previous protocol run (say mth run):
Step 1: intercepts the message {T IDi , D3 , D4 , D5 , D6 , T2 }
that HGWN sends to Sj , as well as {D7 , D8 , T3 } that
Sj sends to HGWN, in the mth protocol run;
Step 2: extracts the secret parameter Pj and the registration
time Tr from Sj ’s memory, which is realistic since
Sj is not equipped with tamper resistant hardware;
Step 3: computes rh = h(Pj T2 Tr IDj T IDi ) ⊕ D3 ,
ri = h(Pj T IDi rh T2 ) ⊕ D4 , and DIDi =
h(Pj ri rh T2 ) ⊕ D5 ;
Step 4: computes rj = h(Pj rh T3 ); and
Step 5: computes the mth session key SKm =
h(DIDi ri  rj rh IDj ).
The above-mentioned attacking procedure shows that A can
derive the “critical parameters ri , rj , and rh at a time from the
communication messages,” invalidating Srinivas et al.’s claim.
Once a sensor node is compromised, all its previous communications will be breached. This problem arises because this scheme
violates the forward secrecy principle [55]. This principle states
that public-key technique is indispensable to achieve forward
secrecy and at least two exponential operations are required to
be carried out at the server-side. This principle is generic and applicable for WSNs. Accordingly, we can resort to the ElGamal
cryptosystem (see Xie et al.’s scheme for a concrete example
[84]) or the Chebyshev chaotic maps (see Chatterjee et al.’s for
a concrete example [85]).
VI. A COMPARATIVE ASSESSMENT OF EXISTING
TWO-FACTOR SCHEMES FOR INDUSTRIAL WSNS
To illustrate the effectiveness of our evaluation framework,
we provide a comparative assessment of 44 representative
two-factor schemes for WSNs by evaluating whether the 12
criteria in Table I have been reached under the security model
stated in Section II-B. The results are summarized in Table IV.
To ensure accuracy and validity of our results, we first conduct the evaluation independently by each author, and a few
disagreements arise. Then, we focus on the disagreements and
settle them through face to face discussion. This guarantees that
our evaluation results are highly reproducible.
Among the 44 schemes evaluated, seven were constructed
before 2011 where smart cards are generally assumed to be
tamper-resistant. Unsurprisingly, these early four schemes attain poor security under our new security model (see the bottom
of Table IV), while more recent schemes (e.g., [44], [56], [66])
generally perform much better. Under our evaluation framework, there is a trend as follows: More recent the scheme is,
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more satisfactory the scheme will be. This is sensible, for research progresses as time goes on.
Nevertheless, this trend would not be evident had these 44
schemes been measured by previous evaluation frameworks
(i.e., [14], [86]–[88]). More specifically, the criteria set in [86]
primarily comprises of our criteria C-2∼C-5, and thus the differences between the schemes proposed in 2010 (see [81]–[83])
and the schemes in 2017 (see [44], [56], [66]) cannot be distinguished; the criteria set in [87] considers “protocol efficiency”
and, most critically, no adversary model is explicitly specified
in [87], all this makes it vague and hardly workable to assess
a scheme; the criteria set in [88] takes no consideration of the
important “usability-security tension” (see Section V-A), for it
overlooks the desirable property “freely password change” (i.e.,
C-2); employing the criteria set in [14] cannot uncover the special security threats arising in WSNs (such as the node capture
attack in Section V-C and the GWN collusion attack in [18]).
Generally, as time goes on, schemes are becoming more desirable in terms of both security and scalability, yet efficiency
is an exception. A plausible reason is that a recent work by
Wang–Wang [18] proves that if smart cards are assumed to be
nontamper resistant, public-key cryptographic primitives will
be indispensable for achieving user anonymity (untraceability).
Thus, recent schemes tend to employ public-key techniques. Another trend is that, as time goes on, more and more schemes are
analyzed with a formal method (e.g., complexity-based provable
security, symbol-based logic, and/or automated formal verification tools). Though a formal proof is no silver bullet for ensuring
real-world security, schemes do generally perform better when
armed with a formal proof. All in all, both trends uncovered
by our framework partially corroborate the soundness of our
evaluation framework.
Table IV also shows that Model (a) (e.g.,[19], [23], [37]),
Model (e) (e.g., [51], [78], [80]), and Model (f) [24] are the
most commonly used models for single-gateway WSNs due to
its simplicity, while Model (g) is the preferred option for multigateway WSNs (e.g., [36], [37]). Accordingly, we advise to
follow Model (a) when designing a scheme for single-gateway
WSNs due to its simplicity, and to follow Model (g) for multigateway WSNs due to its robustness and scalability.
In a microcosmic point of view, we can find that each criterion
is met by no less than five schemes and unsatisfied by no less
than three schemes. This indicates that each of the 12 criteria
is necessary. What is more, no scheme can accomplish all our
12 criteria—the only scheme that can fulfill 11 criteria is given
by Wang et al. in 2017 [56] and the only scheme achieving 10
criteria is given by Jiang et al. in 2017 [44]. This implies that our
criteria set is comprehensive. This also outlines the urgent needs
for more research forces to design an ideal scheme that satisfies
all the 12 criteria. After a careful investigation, one can find that
both Wang et al.’s [56] and Jiang et al.’s [44] schemes adopt the
“fuzzy-verifier” technique to achieve the criteria C-2, C-4, and
C-9 simultaneously (see Section IV-D). Many schemes achieve
fewer criteria because they suffer from the same “usabilitysecurity tension” as shown in Section V-A: The criterion C-2 (or
C-9) and C-4 cannot be satisfied simultaneously. This indicates
that separating C-4 from C-5 is necessary, which is opposite to
the framework in [86].
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TABLE IV
MEASURING SECURITY, USABILITY, AND SCALABILITY OF 44 TWO-FACTOR AUTHENTICATION SCHEMES FOR INDUSTRIAL WSNS

We emphasize that, in choosing a particular two-factor
scheme to be included into the evaluation Table IV, we do not
necessarily endorse that it is superior to alternatives not appearing in the table—only due to that it is of high representativeness,
or that it somehow illuminates which line of research (from a
point view of the development history tree, see Fig. 2) it lies
and what goals this line of research can attain. Here we mainly
focus on schemes for WSNs because different application environments/architectures may be faced with quite varied security
threats and functional requirements, and thus fair comparison is
virtually impossible under a single adversary model.
VII. CONCLUSION
In this work, we have made a substantial step toward breaking
the vicious “break-fix-break-fix” cycle in the two-factor authentication research domain for industrial WSNs. To this aim, we
first investigate the pros and cons of eight basic system architectures, explicitly define the widely accepted adversary model,
and propose a comprehensive criteria set of twelve independent
evaluation metrics. Then, we have cryptanalyzed two foremost

schemes presented by Wu et al. and Srinivas et al. to reveal
the challenges and difficulties in designing a sound scheme.
Finally, we have conducted an extensive evaluation of 44 representative two-factor schemes under our evaluation framework,
thereby providing the missing measurements for two-factor authentication schemes in industrial WSNs. Our evaluation results
show that all existing schemes are not ideal, calling for more
principled research on this area.
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